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Avoiding Disaster: Are You Ready For the

New MAS Guidelines?

The Singapore government has established a set of best practice guidelines to assure business continuity in the financial services sector.

Executive summary

The body that oversees finance policy for the government of Singapore, the
Monetary Authoryt of Singapore, made changes to its published rules about
technology risk management, and one of the clients’ biggest customer sectors

— finance — needed to adopt new technologies and process approaches to
adhere to them.
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Brief:

After the Monetary Authority of Singapore issued new guidelines on
technology risk management, the client needed to explain its coming
impacts on the finance industry.

Deliverable:

An article explaining the changes imposed by the new guidelines and
communicating steps finance industry providers should take.

For four hours on the morning of July 5, 2010, the electronic banking systems of
DBS went down. Branches, over 900 ATMS across Singapore, and online banking access
for aimost a million customers went offline as disgruntled users customers tweeted their
displeasure, engineers were scrambled to restore services, and DBS would go on to face
a US$230m regulatory capital fine from the Monetary Authority of Singapore (MAS).

The fault was attributed to an IBM employee (DBS’ data systems vendor) who replaced
a cable in a data centre incorrectly, and July 5, 2010 became a stark reminder about how
the increasingly networked world of Financial Institutions (Fl) can come crashing down.

Today, to help reduce the effects of incidents like the DBS outage, the government has
stepped in. Business continuity isn't just about your bottom line or customers’ confidence
anymore. With the release of the Monetary Authority of Singapore’s (MAS) Technology Risk
Management Guidelines (June 2013), it's the law.

As the Guidelines state; ‘The advancement of information technology (IT) has brought
about rapid changes to the way businesses and operations are being conducted in the
financial industry. IT is no longer a support function within a financial institution ... but a key
enabler for business strategies including reaching out to and meeting customer needs.’

One of the core mandates of the Guidelines is the application of system reliability,
availability and recoverability. When the financial systems of individual FIs and the world
financial markets at large are so driven by [T systems, these facets of the Guidelines are
‘crucial in maintaining confidence and trust in the operational and functional capabilities
of an FI', according to the MAS.

Even behind the doors of a single Fl, so many systems report on, connect with and are
managed by each other that a single issue in hardware, software, data speed or network
issues can bring your entire operation to a halt.

The cost of weak points

The first step in ensuring reliability, availability and recoverability is to find where potential
problems can happen. Schematize types of transactions throughout your networks from
beginning to end — no matter what their purpose or result.

Some will take place in mission-critical systems like ATM networks, some in non mission-
critical systems loan approvals or administration that can be processed or actioned in bulk
when the system comes back on line with little loss of revenue or real interruption to service.
However, as the Guidelines state; ‘an entire system can become inoperable when a single
critical hardware component or software module malfunctions or is damaged.”




When you have a representation of ‘criticality’ in every aspect of your systems — whether
hardware or virtual — you can design the model you'll need to return your organisation to
operational capacity according to how important certain systems are.

Once you have a representation of the data path throughout your organistion, you'll
benefit in two ways;

o it will be easier to draw up formal system availability, reliability and recovery procedures
(see more below) to ensure the fastest possible recovery

® you can negotiate the most cost-effective solution with a vendor when it's time to
deploy the protection you need.

And keep in mind that mission criticality might depend on more than just your own
business continuity. As an Fl, you might be bound by government service guarantees in many
countries and territories. Your company’s size and your target market can also have a bearing.

Another factor that needs more attention than ever is geography. Just like transactions
and operations constantly cross international barriers at high speed, so has the capability to
outsource or locate critical operations away from your ‘live’ headquarters.

As the Guidelines state; ‘the resiliency and robustness of critical systems which are
outsourced to offshore service providers is highly dependent on the stability and availability
of cross-border network links'.

And the profile of a given region — from its geopolitics and business infrastructure to its
natural environment — can all play a role. As we saw in Christchurch and Sendai, Japan in
2011 when earthquakes and tsunamis respectively resulted in loss of life and vast property
damage, any data recovery or backup location can unexpectedly go dark.

Assessing criticality of your systems should be done with two benchmarks in mind —
recovery time objectives (RTO) and recovery point objectives (RPO).

RIO

Depend on how mission-critical a given network or service is, you'll have very strict time
parameters within which systems have to return to operational capacity.

RPO

Part of the return to operational capacity is the margin in which critical systems can
still operate adequately with an acceptable loss of data or capacity — your recovery point
objective (RPO). Your RPO lets mission-critical systems operate while non mission-critical
systems are returned to operational capacity (as in the ATMs versus loan approvals case
above).
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Procedures

Perhaps the worst thing to discover in the event of an operational outage or incident is for
an Fl to find out not only that it doesn't have standard recovery plans in place, but that any
ad-hoc attempts do more harm than good. The Guidelines states that you should ‘refrain from
adopting impromptu and untested recovery measures over pre-determined recovery actions
that have been rehearsed and approved by management'.

Formalizing what happens in the event of a systems outage will give you a detailed
recovery procedure and takes the guesswork out of returning to operational capacity.

Depending on the size of your F, achieving the RTO (hours or even minutes in some
cases) might involve a highly orchestrated series of steps between large numbers of staff
and departments across time zones all over the world. Doing so can be rendered ineffective
or even cause further problems without a strict set of procedures.

Testing

The last step is disaster recovery testing. The Guidelines mandate that you should test at
least annually to validate the effectiveness of both systems recoverability and relevant staff so
everyone understands their responsibilities in the event of an incident.

However, highly polished formal procedures can be a critical tool to make sure you have
the right protective measures in place on a far more regular basis. If your procedures and
their testing are well designed and can be deployed smoothly, you can use them more
often, such as if you attach a new process or system as your service offering expands.

In'some cases, testing will be more all-encompassing than procedures design itself
— users from across your operations (including engineers acting from the customers’
standpoint) need to be involved. Reporting back on the effectiveness and timeliness
of disaster recovery procedures has to come from all the users affected.

Backup

All the aspects of the Guidelines mentioned above are just as crucial to data backups.

You may deploy a combination of Direct-Attached Storage (DAS), Network-Attached
Storage (NAS) or Storage Area Network (SAN) to networks and servers, but vulnerability
testing should used to identify potential points of failure and both procedures and testing
carried out.

As the Guidelines outling; ‘processes should be in place to review the architecture and
connectivity of sub disk storage systems for single points of failure and fragility in functional
design and specifications, as well as the technical support by service providers.” ll
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