Innovate vs Keep
the Lights On:




[

Another day, another crisis narrowly
averted (or not, if you’re still at your desk
or on the phone to the data centre at
nearly midnight). You can barely keep the
lights on, and your CIO, CEO and board
keep expecting you to deliver new projects
that streamline IT in the organisation...
and they don’t want to give you any

more budget for it? How are you going to
possibly meet and exceed expectations
when you barely have the resources to

cover what you have to do now?



The answer is to step back, take a breath
and make changes. While you're knee
deep in the operations quagmire being
pulled in every direction at once, you
can’t see where you're supposed to be
headed and it might be right over a cliff...

Task number one is to plan for what might go wrong. Contingency
planning is critical, but sobering statistics remind us not only that it's
important, it's easy to get wrong. According to a recent UK survey,
contingency plans in effect for system failure or data corruption were
ineffective for 33% of companies polled. Start by making a long list of
the disasters, failures or faults your particular systems or datasets might
face. Look at your people and resources and figure out who's most
qualified to deal with contingencies when they come up — and invest
in fraining where there are skills gaps.

“A formal contingency GO overyour systems with a fine foothcomb to find chinks in your

armour. If you outsource or host data or applications with external

. vendors, review your SLAs so you know exactly where you stand with
might also turn up them in the case of an outage or downtime. You might even consider

the good news that o formal Business Impact Analysis (BIA), which provides a framework to

you had more fault do your contingency planning in one handy reckoner. [Learn how to

conduct a BIA workshop here.]

planning exercise

tolerance than you
imagined - it might be A formal contingency planning exercise might also turn up the good
news that you had more fault tolerance than you imagined — it might
be worth more for your company’s bottom line not to rush to put out
company’s bottom line every fire, to stretch the metaphor. It's then time to test. In the example
not to rush to put out of software issues, set aside a sandbox environment to see how far your
every fire” applications can perform before you need to take action.

worth more for your

You'll soon have formal contingency planning drawn up as a result
of careful study, a BIA and informed fault response policies. But if you
have neither the time nor the budget to do all that in house, consider
an outside expert. Confingency engineers have experience working
with your systems and applications and can do all the heavy lifting.
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No end in sight

The bad news is that faults, breakdowns and
crashes are going to be more common. We're
deploying more computers and generating more
data than ever - research firm IDC estimates that
the human race will produce 40 zettabytes of
data per year by 2020.

Applications and datasets are going to overlap and interfere with

each other even more as we host them in the cloud where they share
resources, processing power, storage and bandwidth. But the prestigious
Lawrence Livermore National Laboratory in the US also says computer
systems themselves will face more faults and breakdowns as processing
within cores becomes more complex.

“Redundancy is The trick to facing the brave new world of cyberthreats, breakdowns,
data corruptions and downtime is to be predictive rather than reactive.
Panicking and throwing money and people at a problem when it
happens is not only going to take them away from duties they should be
gives you counfiless gpplied to, it's going to cost more to mitigate than the money you would
opportunities to host have spent protecting yourself against it in advance.

a solid principle,
and the cloud

mirrored data or The long fime practices and strategies you're probably familiar with are
systems anywhere tried and true for areason, and new technology like cloud and managed
services is making them easier. Redundancy is a solid principle, and the
cloud gives you countless opportunities to host mirrored data or systems
anywhere you can find the best price. Although it has a reputation thanks
to its association with piracy, the torrent file protocol that distributes files
and data all over the web is a very sound methodology.

you can find the
best price.”

And while we're talking about the cloud, it’s truly virtualisation on
steroids, often performing better than systems located in your own
facilities could on price. It means the end of machines breaking down,
expensive outlay every three years for new hardware and everything
from software licensing to operating system updates are handled for you.
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We're all technologists

The other reason you're going to face more faults
(and should therefore make contingency planning a
priority) is because there’s simply more technology in
the world. Everyone in your organisation is using it to
do their jobs, from the multi-million dollar application
you acquired and deployed to social media networks
- and they’re doing it with or without your blessing.

b &

The IT department is being routinely circumvented when it comes to
official permission or deployment of IT tools, and according to one
staggering estimate, the average organisation has between 15 and 22
times more cloud applications running inside the organisation than they
knew about.

Tread carefully when it comes to accepting third party tools the staff
across your organisation wants to use. A lot of IT departments take a
censorial, combative standpoint. Change your stance (and your atfitude)
and consider systems and applications assessment a service you're
offering. Your colleagues have found tools that make them work better,
and even though you have to consider security and data fidelity and all
that IT stuff, letting people work effectively is your business too. Work with
them and fry fo bring the tools they already love info the fold if you can.

And we haven't even mentioned Bring Your Own Device (BYOD),
which is a whole other can of worms (and headaches) for IT. Just like
Facebook, Skype and Dropbox, your colleagues love their phones

and will go to any length to use them to access and action company
data or systems. Approving certain models and operating systems is an
even frickier juggling act because the variables like installed apps and
on-board antivirus are so widespread, so it might be fime to call in the
experts again.

An Identity Services Engine (ISE) can also help. It's a tool that stands
guard at all the digital entry points into your organisation, automating
the process of scanning a request and enforcing the rules about letting
it in. An ISE can give you atf-a-glance visibility over devices, data and
users who try to connect with your systems and spot potential threats
much faster than you can.

Just like all contingency planning, the secret to BYOD, third party apps
and every other security risk is to research, set down and stick to strong
policies.
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Only one way
forward

The answer to achieving all of the above before
it becomes a problem is strategy, but as we
established early on, you barely have time to
take a breath amidst everything constantly
going wrong, let alone plan for the future. But
like we've also learned, fighting on is not the
answer. Take a step back and look around.
Strategy will help you see the big picture and
make the stuff that’s really important (instead of
just louder or the most demanding) clearer.

It might be as simple as setting aside half an hour first thing, last thing
or during a break to write down all the tasks, challenges, problem:s,
complaints and opportunities the IT department faces. Itemise them,
group them, and when you have visibility across the entire operational
workload it will seem far less infimidating.

“It might be as simple The next step is to prioritise. The endgame should be three broad
as seﬂing aside half 9roups; tasks you need to do yourself, tasks you can delegate to a
i team member (hiring a new one if necessary — when your CIO sees
an hour first thing, last you've run the numbers and done your homework he/she will take your
thing or during a break request seriously) and things that don't even have to happen under
to write down all the yourroof and are better off outsourced. That's all easier said than
tasks, challenges, done, of c.ourse. Technology chgnges cons’ro.n’rly, onq you have to stay
. ahead of it (offen on your own fime and outside official budgets) or be
problems, complaints rendered irrelevant.

and opportunities the ,
Be ready to move and change on a constant basis. As the last few

IT department faces.” years have fold us, fechnology not only evolves constantly, it does so
faster all the time. Today's multimillion dollar software build might be
first generation and all but useless in a next-gen world, so don’t get too
complacent or too attached to any system or method.
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“Perhaps most
important of all is
to practice what
you preach. Being
open to new
ideas, keeping
abreast of trends
and encouraging
innovation in staff
is all very well, but
lead by example
by putting yourself
on a constant
‘learning’ footing.”

SORIEL

Make sure you're able to change faster than the outside world and
you'll have a wealth of potential on your hands, which is where
innovation thrives. Be honest with yourself — if you've been simply
keeping the lights on all this fime your CIO, CEO and board won't be
waiting with bated breath to see innovation from you. Prime them to
expect it and it’'ll give you a lot more room to explore and deliver it.

There's also a lot more potential around than you realise — and nof just
in IT. A lot of companies hold organisation-wide contests to fry and solve
problems, and many still follow Google's famous '20% time' policy, a
practice of employees using a portion of their time on personal projects
that interest them. But you don't even have to formalise problem
solving to that extent — you never know how much the tool or app some
accountant, receptionist or forklift driver’s finkering with might transform
your company.

Perhaps most important of all is to practice what you preach. Being
open to new ideas, keeping abreast of frends and encouraging
innovation in staff is all very well, but lead by example by putting
yourself on a constant ‘learning’ footing. You might feel you know
everything today (you don't), but tomorrow it'll all be different. There's
a wealth of resources around you in vendors, customers, colleagues,
suppliers and contemporaries whose expertise and experience will only
add to your own, so be open to it.
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Beyond technology

Something you might have noticed so far is
that when it comes to being an IT manager,
there’s something else you’ll deal with other
than computers that’s often far more important
- people. The ‘soft’ skills associated with an

IT career aren’t recognised enough in the
professional sphere, but if you develop them
as much as you do your technical skills you'll
be miles ahead of the competition — as an
individual and an organisation.

The position you adopt of learning everything you can described above
doesn’t just come from reading or coding. It comes from talking to

as many people as you can, getting their advice, crystal-balling with
them, asking what challenges they and their industries will face over

the next 12 months. Communication gets the word around that your IT
department is a place where innovation happens — and not just when
you're meeting for drinks after work, but through email newsletters or
regular updates so everybody knows you're a department that's ready
to talk and ready to listen.

Get to know your staff inside the department and colleagues from every
business unit. When you step back to take a good look at everything
you have to do you'll have far more skillsets on hand to tap into than
you thought when it comes time to solve a problem.

To enable both communications and strategy in one hit, hold regular
meetings with the IT team so you know what everyone’s doing. ltemise
each project, who's doing it and how long it's going to take, and you'll
be able to pinpoint and extract the extra fime you're looking for to put
towards innovation (if you can’t find any, it's a sure sign it's time to hire
people or outsource what you can).

You might also appoint a departmental go-between or translator on a
project-by-project basis. The marketing people won't speak IT and your
people won't speak their language either, but we're now in a world
where business units aren’t isolated siloes but have to work together,

so understanding is crucial. You need a point person who understands
how each team faces a task and can communicate the needs,
challenges and results in terms everyone (including the CEO or board)
can understand.
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Time to step up

All of this can lead to one place if you do it
well - the next rung up the corporate ladder
- the CIO position. The first advantage you’'ll
have if you adhere to the advice above is that
you’ll have the skill most executives hold in
high regard - on the job training. That means
you can forearm yourself to accumulate them
by seeking out challenges and using them

to push and grow your skills. With the great
communicating you're already doing, such
achievement will get noticed where it counts.

One word of caution in your efforts, however; in IT it can be easy to be
seduced by the systems, applications and data themselves, but you're
not there to be an early adopter or show how cool or clever you are,
you're there to add value to the organisation. Every decision you make
and every tool you deploy should be viewed through that lens.

Look after your IT staff, encourage and listen to them, help facilitate

their own advancement and achievement where you can. It will not
only prove you can work with others; they're the ones who hold your
success in their hands to a large extent.

And here's the biggest secret they don't tell you when you're studying
IT when it comes to rising through the ranks. The surest way to make

the CEO see your suitability is to understand more than just IT. Your
organisation runs on sales, marketing, risk assessment, analytics, security
(and not just IT security), and any number of other disciplines and
departments. CIOs are being hired and promoted increasingly from
non-technology backgrounds, so your new policy of inclusiveness and
communication will also expose you to the challenges, systems and
successes of every other department in the building.
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Consider calling
in help

As you've read more than once, outsourcing
might be the answer to a lot of your problems
when it comes to the constant fire fighting
and the battle to show an innovative face to
your organisation and CIO.

If you have a spike in web traffic, need lots of storage for a temporary
project or your workload is making your on-premise applications strain
af the seams, managed services and/or cloud providers are very cost
effective solutions that can take all the headaches associated with
running your own [T kit off your hands.

The time, resources (both human and technical) and money you'll

free up by doing all that will lead fo the innovation your superiors are
expecting from you. At the very least it put a lot more tfime in your hands
not having to worry about servers, operating system updates, antivirus
and everything else that comes with maintaining your own infrastructure.

But here's an added benefit you might not have considered, especially
when you're trying to be more innovative. Cloud and managed services
providers are in a never-ending race on better pricing, and all the while
they're doing the risk assessment and deploying the most cutting edge
technologies around for you.

Big players have to constantly streamline what they do because of the
thousands of processes they have to keep live and in working order for
customers. Midsize, second tier and even boutique operators have to
do the same to compete with the global players and their stratospheric
marketing reach.

While they fight it out to bring you the best products and services, driven
by some of the most innovative R&D in the fechnology world, you can
reap the benefits. Who knows when new methods you've never heard of
will suit a process you need to improve or redesign? Increasingly, those
developments are coming from the world of cloud computing.
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About Oriel

Oriel provides end-to-end IT infrastructure solutions and services. Its
specialist expertise in data infrastructure, business continuity and unified
communications is combined with the exceptional skills and capability
of its consulting, integration and managed services portfolio, to provide
customised solutions that help its clients achieve their business objectives.

Oriel’'s Consulting Division

Oriel's Consulting Division comprises a select group of senior consultants
with a rare blend of business management and technology expertise,
making them ideally placed to advise on the alignment of IT with
customers’ business and operational requirements and the intelligent
balancing of risk, cost and functionality. The Consulting team provides
analysis, advice and problem solving in the fields of IT strategy,

IT governance and risk management, information security and

business continuity.

The Oriel Approach:
Business/IT Alignment

Many organisations find strategic IT planning hard because the IT
department starts out by asking the business units what they want from
IT, and the business units struggle to answer that question because

they are not IT experts. This creates an impasse that frustrates everyone.
Our approach is different. We talk to the business units purely about
their operational imperatives — with little or no reference to IT — and
then translate those imperatives into IT requirements. Going through this
process with an organisation enables us to rapidly identify the strategic
IT focus areas that form the context for the consulting piece.
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