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In the continued cybersecurity arms race, criminals and hackers hoping to steal your or your customers' information

will try anything that works. From deploying tried and true methods to adopting new practices as standards of
technology and behavior evolve, the only way for the industry to stay one step ahead is constant vigilance.

COMMON CYBER THREATS

of

5.Trojan

Before web and browser
based attacks became easier
and more widespread,

the most effective way to
spread malware was to send
executable files in emails that
seem legitimate, hoping to
trick the receiver into opening
and running the software.
Most Trojans today provide
unauthorized access to the
affected computer.
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2. SQL Injections

In 2012 it was revealed that
online retailers receive twice
the monthly average of SQL
injection attacks as the rest
of the industry of four per
month.

If an SQL database has an
access vulnerability, an
attacker can insert code into
the database to carry out
any number of malicious
activities from making it
unreadable to extracting

the contents, a particularly
serious attack if your system

contains customers' payment

information.

7. LFI/RFI

File inclusion vulnerabilities
affect web applications that
rely on a scripting run time,
where the application is set
to run upon a specific action,
trigger or pre-set time.

Remote File Inclusion

(RFI) occurs when the web
application downloads and
executes a remote file and
Local File Inclusion (LFI)
accesses only local files on
the server being attacked. In
either case, file inclusion can
let the attacker execute code
remotely on the server that
runs the web application.

4. \Webshell

A webshell is a script that's
loaded onto a vulnerable web
server and gives the attacker
virtual access to the rest of
the network that uses it.

Once the shell is on your
server, the attacker need
only access it through a web
browser and can then use it
to travel across directories
on the server, view, edit,
download or delete files or
databases, execute database
queries and more. And
because the shell is already
on your system, it's already
bypassed all your perimeter
security.
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Bringing services together in a cohesive and agile cloud

environment can be your best defense against any kind of cyber l l
threat. When it comes to any threat vector, seconds count, //// /

and when your network and information and communications / /
technology environment is as closely connected as it is in virtual

form in the cloud, cybersecurity is much more responsive, making
it easier to isolate, sandbox and quarantine malware.

with more combined expertise than even the largest dedicated

Alibaba Cloud Services maintains dedicated security teams who
monitor and respond to vulnerabilities all over the world 24/7 -
hosting companies can deploy.

There are so many facets to cybersecurity. As well as managing
and deploying hardware and software, there are myriad
compliance standards to adhere to in different regions of the world.
But while such controls are strictly maintained, information moves
across the world at the speed of a mouse click.

The only way to stay one step ahead of cyber attackers is to
maintain a network that's robust enough to protect against
malware but flexible enough to evolve and stay ahead of the curve.

Learn more about our anti-DDoS technology here, and web application
firewalls that protect against all the common web-based attacks
listed above (and more) here.
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https://www.alibabacloud.com/product/anti-ddos?spm=a3c0i.8367206.634574.31.Ud39xK
https://www.alibabacloud.com/product/waf?spm=a3c0i.99636.675768.dnavproductse4.pWeoOs

