
CLOUD MONITORING
KEEPING YOUR DATA SAFE

ALIBABA CLOUD’S MANAGEMENT TOOLS: AN OVERVIEW

The amount of data that exists 
is doubling every year. Today 
the average household creates 
enough data to fill 65 smart 
phones (32 GB), and by 2020 
this number will grow to 318 
phones. 

The Internet of Things (IoT), 
which compromises of billions 
of everyday objects, is partly 
responsible for the ever-
increasing volume of data1. 

Representing 2% of the world’s 
data today, IoT is expected to 
grow to 32 billion devices by 
2020, representing 10% of all 
global data.2

IoT devices are not only generating trillions of gigabytes of data today, but 

every device has become a potential access point for data leaks and malicious 

attacks. On top of that, attacks are being perpetrated from end points such as 

teller registers, and user and payment terminals. 2016 was a record year for data 

breaches, jumping by 40% from the previous year.3  It’s becoming increasingly 

important to safeguard data from hackers to protect both consumers and 

companies. Effectively doing this requires identification, authentication, and 

encryption, which ensures integrity and confidentiality.

THE INTERNET OF THINGS (IOT) IS EXPECTED TO GROW 
TO 32 BILLION DEVICES BY 2020, REPRESENTING 10% 
OF ALL GLOBAL DATA.2

1 emc.com    |     2 v3.co.uk   |     3 bloomberg.com

CloudMonitor enables users to automate 

the monitoring and performance of 

Alibaba Cloud deployments, including 

servers and databases using customized 

metrics. Users can closely monitor 

a number of resources in real-time 

including ECS (Elastic Compute Service), 

RDS (Relational Database Service), 

Server Load Balancer, Block Storage 

Volumes, and tweak deployments to 

optimize performance and save on 

operational costs. CloudMonitor also 

provides another layer of security to 

the cloud deployment as it can detect 

intrusions and security breaches 

according to specific requirements.

Key Management Service (KMS) allows 

users to create, delete, and manage 

encrypted keys for data protection. For 

common key management scenarios, 

clients can use the API to locally 

encrypt/decrypt small volumes of data, 

or envelope encryption technology for 

relatively larger volumes of data. KMS 

enables easy data encryption through 

SDKs or APIs to perform encryption/

decryption of data keys.

Resource Access Management 

(RAM) is an identity and access 

control service which enables you to 

centrally manage all users (including 

employees, systems or applications) 

and securely control their access to 

resources through different permission 

levels. This helps ensure secure 

and appropriate usage of the cloud 

resources, while protecting against any 

unsolicited access to the account.

Alibaba Cloud’s management products allow clients to securely manage and monitor their cloud resources in real time,  

keeping all data safe through high levels of control and protection.

https://www.emc.com/leadership/digital-universe/2014iview/index.htm
https://www.v3.co.uk/v3-uk/news/2379626/internet-of-things-to-generate-400-zettabytes-of-data-by-2018
https://www.bloomberg.com/news/articles/2017-01-19/data-breaches-hit-record-in-2016-as-dnc-wendy-s-co-hacked
https://www.alibabacloudsolutions.com/product/ecs
https://www.alibabacloudsolutions.com/product/apsaradb-for-rds
https://www.alibabacloudsolutions.com/product/server-load-balancer
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PRODUCT FEATURES

•	 Provides insights into CPU utilization and other 
performance metrics of ECS instances without additional 
charges.

•	 Monitors other Alibaba Cloud resources when required, 
application availability and accessibility from different 
ports, and site availability and response time.

1.    Advanced monitoring

•	 Provides uniformed and batch management services for 
alarm notifications through SNS, SMS, Ali Trade Manager 
and email.

2.   Alarm and contact management

•	 Offers distributed architecture that supports access from 
multiple Internet Data Centers and provides APIs with easy 
access to other cloud products and services.

•	 Customize data monitoring rules using open rules and 
interactive data interfaces.

•	 KMS enables you to easily encrypt data use SDKs or APIs 
to perform encryption/decryption of data keys.

3.   Open source service

•	 User identity and user group management: Creates and 
manages user identities and groups, allowing you to grant 
permissions using the primary account.

•	 Multi-factor authentication: Supports MFA devices that 
comply with TOTP protocol standard (RFC 6238) to keep 
user passwords secure and assign special permissions 
such as shutting down virtual hosts.

•	 Independent password policy management, set custom 
password controls and requirements.

•	 Access Keys: Sets access keys for users wanting to perform 
operations using the console. You can also set API access 
keys if users want to call APIs.

4.   Identity management and access

•	 Execution permission: Sets permissions for allowing 
or denying execution of certain operations on specific 
resources under certain conditions.

•	 User authorization: Grants user or user group authorization 
to users under your or other Alibaba Cloud accounts.

5.   Authorization management

•	 Custom policy: Creates, modifies, and deletes custom 
authorization policies for detailed requirements, such 
as controlling operation permissions for a certain ECS 
instance or resource operator request to come from a 
specified IP address.

•	 Resource access: Users can access resources and perform 
operations on them using console, APIs, or client tools.

6.   Policy management

•	 Access permission: Security Token Service grants specific 
cloud resource access permissions to mobile clients.

7.    Alibaba security token service

•	 User resource access methods: Provides users with 
security channels (such as SSL) to request access to 
specific cloud resources at the designated time and from 
the specified source IP.

•	 Role and external account identity federation management: 
Associates RAM roles with external identity systems (such 
as your local enterprise domain accounts or app accounts) 
and directly uses an external identity to log on to a RAM 
role to access the Alibaba Cloud console or API.

8.   Centralized control

•	 Free of charge: RAM is offered at no additional cost.  
You are charged only for other Alibaba products/services 
used by RAM users.

•	 Consolidated bill: Your account receives a consolidated 
bill for all expenses incurred from resource operations 
performed by all RAM users/accounts.

9.   Usage and billing

•	 Allows you to create, view, enable, and disable CMKs to 
encrypt/decrypt data keys, users can also view the whole 
master key list for all services integrated with KMS.

10. Key management-related functions

•	 Enables HTTPS protocol to protect data while using SDKs 
to access keys.

•	 Supports HMAC-SHA1 signature scheme.
•	 Maintains confidentiality, integrity, and availability of keys 

used to protect data.

11. Security

•	 Allows you to store, transfer and use encrypted data by 
encapsulating its data keys (DKs) in an envelope and stores 
CMKs in KMS.

•	 Allows users to call KMS to decrypt data key only when 
needed.

12. Envelop encryption technology
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Learn more about our 
Management products in the 
following links: Cloudmonitor, 
Resource Access Management, 
and Key Management Service. 

Monitoring1
KEY ADVANTAGES

•	 Provides statistical calculations, observers the status of your web applications, and helps in cloud server monitoring.
•	 Customized monitoring services developed to suit unique business requirements.

High flexibility2
•	 Fine-grained authorization: Allows users to grant permission for one or multiple operations on a single resource.
•	 Multi-dimensional authorization: Restricts access permissions by IP, time and other dimensions.
•	 Version management mechanism: Retains multiple versions of each authorization policy to eliminate risk of unwanted 

deletion of policy.

Easy management of user keys3
•	 Envelope encryption technology: Uses specific CMKs for easy encryption/decryption of data.

Multi-region support 4
•	 Supports five regions worldwide; usage limits are relatively independent for each user in different regions.

HOW IT WORKS

1. CloudMonitor: real-time 
monitoring alerts

CloudMonitor enables you 
to protect your deployments 
from security threats, 
network issues or system 
failure by sending alerts 
through a variety of channels 
including Social Networking 
Service (SNS), Social 
Messaging Service (SMS), 
instant messenger, and email 
when a threat is detected.

2. Access permission to 
specific users

RAM thereby allows you 
to securely grant access 
permissions for Alibaba 
Cloud resources to only your 
selected, high-privileged users, 
enterprise personnel and 
partners. This helps to ensure 
secure and appropriate usage 
of your cloud resources and 
protects from any unsolicited 
access to your account.

3. Easy integration

Easily integrates with other 
Alibaba Cloud products such 
as ApsaraDB for RDS to protect 
the data stored, using these 
services also encrypts your 
static files stored in Object 
Storage Service ensuring 
total security. Users can also 
define usage policies for data 
encryption, and integrate with 
various Alibaba Cloud storage 
services for increased security.

https://www.alibabacloud.com/product/cloud-monitor
https://www.alibabacloud.com/product/ram
https://www.alibabacloud.com/product/key-management-service
https://www.alibabacloud.com/product/apsaradb-for-rds
https://www.alibabacloud.com/product/oss
https://www.alibabacloud.com/product/oss

