
Border patrol

Today the boundaries of your organisation are restricted to the purely physical and cultural worlds. Your data and systems are being 
connected to from across the globe at any hour of the day.

Executive summary

As the ICT manager for a large business concern, your job is to keep watch 
on systems. But in a world where companies and people are increasingly 
connected across the world using technology, how can you possibly even 
see – let alone action – every possible risk factor?

Far from a cluster of one-off silos of information and equipment, you’re part of a 

homogenous network, and a big part of the job today is securing its borders.

 And as the overseer, recent research says you’re increasingly out of the loop. 

According to a recent Logicalis Global survey, 90 percent of CIOs feel they’re being 

bypassed by managers on IT use and investment

 Cisco also found a typical firm has up to 22 times as many cloud applications running 

than the IT department have authorised.

 Whether it’s BYOD or applications, shadow IT is on the rise, and it’s potentially disastrous 

– but only depending on how you handle it. Your people are going to find tools they love 

that you haven’t authorised or locked down (or even know about), and if you try to throw 

your weight around they’ll just be sneakier about it.

 Take a service instead of a censorial approach. Be prepared to try and fold the solutions 

staff use into IT rather than ban them outright – it’s going to happen with or without you.

 Solutions can be found throughout your workflow. Some examples are

 *  Reduce evaluation time. Your people want to work, and if you take too long to test and 

assimilate their preferred solution they’ll just start using it without your blessing.

 *  Go simple/Streamline. Sometimes the best answer to a ICT problem is already out there, 

and if someone’s already using and loving it, that means the cream’s risen to the top. 

Don’t think you have to reinvent the wheel.

 *  Be proactive. Talk to other business units, see how they do things and ask what they 

need. Don’t be proscriptive or try to ‘own’ the whole discussion.

Automate your endpoints

 If you have neither the time nor the coverage to watch, approve and lock down every 

contact point between your systems and the outside world, consider bringing in a third 

party Identity Services Engine (ISE).

 It can automate and enforce context-aware security access to network endpoints, 

channels and applications. It will give you greater device and portal visibility and more 

scope to support the handsets, communications utilities and software your colleagues want 

to use and the built-in procedures can identify, mitigate and action threats far quicker than 

a human operator.

 In just one example, every time a new device connects to your network, your ISE can 

temporarily sandbox, scan and assess how secure it is in everything from malware protection 

updates to the level of access the user is entitled to.
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Freedom of choice

 The BYOD and CYOD (choose your own device) world is still growing after a few years in 

the mainstream, but many in the field are far from prepared. A recent report by Greyhound 

Research said although 70 percent of companies have plans for BYOD, only 30 percent of 

those have no concrete security or policy plans.

 BYOD/CYOD opens up a whole new can of worms in endpoint security. Not only do they 

give users the means to use all kinds of unauthorised and ‘leaky’ applications that might 

compromise organisational data, you’re potentially exposed to every other security lax 

application on the device – from games to social networking tools.

 The answer to the BYOD free for all is, once more, policies. Sketch out and agree on a 

definitive set of rules, software and user behaviours that balance the needs of ICT security 

and the specific needs of the business unit.

 Ask questions - of both yourself and other departments in your organisation. What industry 

or regulatory standards do you have to meet? What measures like operating system, software 

installation will be taken to secure devices before they’re approved? How can you assure 

users or privacy while using their own devices? How will obsolete devices be secured before 

they’re disposed of or recycled?

 Like in every other IT function, preparation is everything, and if you know how you’re 

going to handle endpoint contact in your organisation, you’ll have a successful framework for 

growth and change too. n 
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